Logic and Compositional Verification of Stochastic

Hybrid Systems

André Platzer

Carnegie Mellon University, Pittsburgh, PA

André Platzer (CMU) CMACS 1/ 24



© Motivation

André Platzer (CMU) CMACS 1 /24


http://symbolaris.com/meta/andre.html

Cyber-Physical Systems:
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André Platzer (CMU) CMACS 2/ 24


http://symbolaris.com/meta/andre.html

Cyber-Physical Systems:
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Q: | want to verify trains A: Hybrid systems
Challenge (Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
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Cyber-Physical Systems: Hybrid Systems

Q: I want to verify trains A: Hybrid systems Q: But there’s uncertainties!

Challenge (Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)
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Cyber-Physical Systems:

Q: | want to verify uncertain trains

Challenge
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Cyber-Physical Systems: Probabilistic Systems

Q: | want to verify uncertain trains A: Markov chains

Challenge (Probabilistic Systems)

@ Directed graph
(Countable state space)

@ Weighted edges
(Transition probabilities)
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Cyber-Physical Systems: Probabilistic Systems

Q: | want to verify uncertain trains A: Markov chains Q: But trains move!

Challenge (Probabilistic Systems)

@ Directed graph
(Countable state space)

@ Weighted edges
(Transition probabilities)
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Cyber-Physical Systems:

Q: | want to verify uncertain trains

Challenge
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Cyber-Physical Systems:  Stochastic Hybrid Systems

Q: | want to verify uncertain trains A: Stochastic hybrid systems

Challenge (Stochastic Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)
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@ Stochastic dynamics
(uncertainty)
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Cyber-Physical Systems:  Stochastic Hybrid Systems

Q: | want to verify uncertain trains A: Stochastic hybrid systems

Challenge (Stochastic Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)
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@ Stochastic dynamics
(uncertainty)

@ Discrete stochastic
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@ Continuous stochastic
(wind, track) | \ z
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Cyber-Physical Systems:  Stochastic Hybrid Systems

Q: | want to verify uncertain trains A: Stochastic hybrid systems Q: How?

Challenge (Stochastic Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

L il |
far ST neg  SB cor

@ Stochastic dynamics
(uncertainty)

@ Discrete stochastic
(lossy communication)

@ Continuous stochastic
(wind, track) | \ z
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Cyber-Physical Systems

discrete stochastic
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Cyber-Physical Systems

discrete stochastic

e

continuous stochastic
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Cyber-Physical Systems

discrete stochastic

continuous stochastic
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Contributions

System model and semantics for stochastic hybrid systems: SHP
Prove semantic processes are adapted and a.s. cadlag

Prove natural process stopping times are Markov times
Specification and verification logic: Sd_

Prove measurability of SdZ semantics = probabilities well-defined
Proof rules for Sd_

Sound Dynkin use of infinitesimal generators of SDEs

First compositional verification for stochastic hybrid systems

Logical foundation for analysis of stochastic hybrid systems
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© Motivation

© Stochastic Differential Dynamic Logic SdC
@ Design
@ Stochastic Differential Equations
@ Syntax
@ Semantics
o Well-definedness
9 Stochastic Differential Dynamic Logic
@ Syntax
@ Semantics
@ Well-definedness
@ Proof Calculus for Stochastic Hybrid Systems
@ Compositional Proof Calculus
@ Soundness

© Conclusions
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Outline (Conceptual Approach)

© Stochastic Differential Dynamic Logic SdC
@ Design
@ Stochastic Differential Equations
@ Syntax
@ Semantics
o Well-definedness
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Model for Stochastic Hybrid Systems
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Model for Stochastic Hybrid Systems
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Model for Stochastic Hybrid Systems

%a:: —b@%a::a+1
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Model for Stochastic Hybrid Systems

%a:: —b@%a::a+1

(dX = bdt + odW)
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Model for Stochastic Hybrid Systems

Q: How to model stochastic hybrid systems

Model (Stochastic Hybrid Systems)
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Model for Stochastic Hybrid Systems

Q: How to model stochastic hybrid systems

Model (Stochastic Hybrid Systems)

@ Discrete dynamics
(control decisions)
a:=-—>b

L 1 i
far ST neg  SB cor

@ Continuous dynamics
(differential equations)

@ Stochastic dynamics
(structural)
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Q: How to model stochastic hybrid systems

Model (Stochastic Hybrid Systems)

@ Discrete dynamics
(control decisions)
a:=—>b

L 1 i
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@ Continuous dynamics
(differential equations)
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@ Stochastic dynamics
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Q: How to model stochastic hybrid systems

Model (Stochastic Hybrid Systems)

@ Discrete dynamics
(control decisions)
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Model for Stochastic Hybrid Systems

Q: How to model stochastic hybrid systems

Model (Stochastic Hybrid Systems)

@ Discrete dynamics
(control decisions)
a:=—>b
a:=x

L 1 i
far ST neg  SB cor

@ Continuous dynamics
(differential equations)
x"=a

@ Stochastic dynamics
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%a::—b &) %a::a—l—l
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Model for Stochastic Hybrid Systems

Q: How to model stochastic hybrid systems A: Stochastic Hybrid Programs
Model (Stochastic Hybrid Systems)

@ Discrete dynamics
(control decisions)
a:=—>b
a:=x

i
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far ST neg  SB cor
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(differential equations)
Xl/ =23
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Stochastic Differential Equations (SDE)

Definition (Ordinary differential equation (ODE))
dx(t)

b(x(t)) x(0) = xo

dt
X
¢ 4\, Xo+t
c\7‘c\,c

dX; = b(X;)dt + o(Xe)dWe Xo=Z

lk e e
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Stochastic Differential Equations (SDE)

Definition (Ordinary differential equation (ODE))
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Brownian Motion is Extremely Complex

Definition (Brownian motion W = end of calculus)
QO Wp=0 (start at 0)
@ W; almost surely continuous
Q@ W — Ws~N(0,t—5s) (independent normal increments)

= a.s. continuous everywhere but nowhere differentiable
= a.s. unbounded variation, € FV, nonmonotonic on every interval
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Definition (Brownian motion W
(start at 0)
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@ W; almost surely continuous
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Stochastic Hybrid Programs: Syntax

Definition (Stochastic hybrid program «)

x:=0 (assignment)

X 1= % (random assignment) } jump & test
H (conditional execution)

dx = bdt + odW & H (SDE)

a; B (seq. composition)

Aa @ vp (convex combination) } algebra

a* (nondet. repetition)
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What is the Semantics of a Stochastic Hybrid Program?

@ Usual semantics of system is transition relation C RY x R? on states
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@ This does not work here, because we lose stochastic information
o ldea: Start at initial value described by random variable Z : Q — R
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What is the Semantics of a Stochastic Hybrid Program?

Usual semantics of system is transition relation C RY x R? on states
This does not work here, because we lose stochastic information
Idea: Start at initial value described by random variable Z : Q — R¢

Semantics of program « is stochastic process generator
[a] : (2 — R9) — ([0, 00) x Q — RY) giving stochastic process
[a]? : [0,00) x Q — R for each Z
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What is the Semantics of a Stochastic Hybrid Program?

Usual semantics of system is transition relation C RY x R? on states
This does not work here, because we lose stochastic information
Idea: Start at initial value described by random variable Z : Q — R¢

Semantics of program « is stochastic process generator

[a] : (2 — R9) — ([0, 00) x Q — RY) giving stochastic process
[a]? : [0,00) x Q — R for each Z

@ When does a stochastic process stop?

@ Semantics of program « includes stopping time generator

(af) : (2 = RY) — (Q — R) giving stopping time

(a)? : Q — R for each Z
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Stochastic Hybrid Program: Process Semantics
: [xi == 6]% :

x = [0]°
Definition (Stochastic hybrid program «: process semantics » )
[x:=61°=Y Y(),=[0]*“) and Y, = Z; (for j # i)
(xi==0)% =
X

Xt |f Xti - IIQ]]Z
.7 and Xij = Z; for j # i
; t

-0
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Stochastic Hybrid Program: Process Semantics

[xi = *]]Z

Xj ~ U(O, 1)

Definition (Stochastic hybrid program «: process semantics » )

X
X
i Xy ~ U(0,1)
.
! and X¢(z) = Z(z) for z # x
s t
0
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Stochastic Hybrid Program: Process Semantics

[7H1*
on {Z | H}
Definition (Stochastic hybrid program «: process semantics » )
[?H]? = Z on the event {Z |= H}
(?H)* =0
X
o7 no change on {Z = H}
otherwise not defined
; t
0
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Stochastic Hybrid Program: Process Semantics
[dx = bdt + odW & H]*
(Z ; > Xt ’

Definition (Stochastic hybrid program «: process semantics » )
[dx = bdt + cdW & H]* solves dX = [b]*dt + [0]*dB:, Xo = Z
(dx = bdt + cdW & H)* = inf{t >0 : X & H}

Xt o

T t
dx = bdt + cdW & H
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Stochastic Hybrid Program: Process Semantics

Definition (Stochastic hybrid program «: process semantics » )

[a]? on event {U < A}
[5]° on event {U > A}

(Aa @ vB)* = Zy<r(a)? + Zusa(B)?with iid. U~ U(0,1), Fo-meas

Do & v8]% = Zu<alal® + Zusa18]° = {
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Stochastic Hybrid Program: Process Semantics

[a; 517

o 517 — {[ ‘L on event {t < (a)?} )
[61, 1% on event {t > (a)?)
(o B)7 = (b + ()12
i /_FH‘”'S X
: N
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Stochastic Hybrid Program: Process Semantics

[o"1*

Definition (Stochastic hybrid program «: process semantics » )
[[a*]ItZ = |[a”]]tz on event {(a")% > t}

(o')? = lim (a")?
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Stochastic Hybrid Program: Process Semantics

[o"1*

Definition (Stochastic hybrid program «: process semantics » )
[[a*]ItZ = |[a”]]tz on event {(a")% > t}
*NZ __ nnZ I
(™) —nI|_>rr;o(|a D monotone!

André Platzer (CMU) CMACS 13/ 24


http://symbolaris.com/meta/andre.html

Well-definedness of Stochastic Process Semantics

O [o]? is a.s. cadlag and adapted
(to completed filtration (F;) generated by Z, (Ws)s<¢, U)

Q@ ()? is a Markov time / stopping time
(ie., {(a)® <t} € Ft)
= End value IIa]IanDZ is o2 -measurable.

André Platzer (CMU) CMACS 14 /24
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© Stochastic Differential Dynamic Logic
@ Syntax
@ Semantics
@ Well-definedness
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Stochastic Differential Dynamic Logic SdL: Syntax

Definition (SdL term f)

F (primitive measurable function, e.g., characteristic Z4)
A +vg  (linear term)

Bf (scalar term for boolean term B)

(a)f (reachable)

Definition (SdL formula ¢)

o = f<g|f=g

André Platzer (CMU) CMACS 15/ 24
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What is the Semantics of SdL?

@ Semantics of classical logics maps interpretations to truth-values.
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What is the Semantics of SdL?

@ Semantics of classical logics maps interpretations to truth-values.

@ This does not work for SdL, because state evolution of « in (a)f is
stochastic.
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What is the Semantics of SdL?

@ Semantics of classical logics maps interpretations to truth-values.

@ This does not work for SdC, because state evolution of « in {a)f is
stochastic.

@ Semantics of SdL is stochastic.

@ Semantics of SdL is a random variable generator
[f] : (2 — RY) — (2 — R) giving a random variable
[F]% : Q — R for each initial state random variable Z
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Stochastic Differential Dynamic Logic Sd£: Semantics

Definition (Measurable semantics)
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Stochastic Differential Dynamic Logic Sd£: Semantics

Definition (Measurable semantics)

[F1% = FY(2) ie., [F]*(w) = FY(Z(w))
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Stochastic Differential Dynamic Logic Sd£: Semantics

Definition (Measurable semantics)
[F1% = FY(2) ie., [F]*(w) = FY(Z(w))
[\ + vgl” = Alf1? + vel?
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Stochastic Differential Dynamic Logic Sd£: Semantics

Definition (Measurable semantics)
[FI* = F{(2) i.e., [F]*(w) = FY(Z(w))
[Mf +vgl” = MF1* + vlel”
[Bf1% = [BI” * [f]* i.e., [B]*(w) = [BI*(«)[]*(«)

CMACS 17 /24


http://symbolaris.com/meta/andre.html

Stochastic Differential Dynamic Logic Sd£: Semantics

Definition (Measurable semantics)
[F1* = F/(2) ie., [F]*(w) = F(Z(w))
[\ +vgl” = Alf1 + vigl”
[B1° = [BI” * [f]” i.e., [BfI*(w) = [BI*(@)If]*(w)
()17 = sup{[I™F : 0< ¢ < (a)?}
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Stochastic Differential Dynamic Logic Sd£: Semantics

Definition (Measurable semantics)
[F1* = F/(2) ie., [F]*(w) = F(Z(w))
[\ +vgl” = Alf1 + vigl”
[B1° = [BI” * [f]” i.e., [BfI*(w) = [BI*(@)If]*(w)
()17 = sup{[I™F : 0< ¢ < (a)?}

Xy [efl® oy

A

Xt

t

CMACS 17/ 2
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Well-definedness of SdL Semantics

Theorem (Measurable)

[f1% is a random variable (i.e., measurable) for any random variable Z and
SdC term f.

André Platzer (CMU) CMACS 18 / 24
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Well-definedness of SdL Semantics

Theorem (Measurable)

[f1% is a random variable (i.e., measurable) for any random variable Z and
SdC term f.

Corollary (Pushforward measure well-defined for Borel-measurable S)

S = P((If19)71(9)) = P({w € @ : []*(w) € $}) = P(If]* € )
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Outline (Verification Approach)

@ Proof Calculus for Stochastic Hybrid Systems
@ Compositional Proof Calculus
@ Soundness
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Proof Calculus for Stochastic Differential Dynamic Logic

0
£y

0 [ — e]lxt
(i =6)f = f]

Xj = |I9]]Xt
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Proof Calculus for Stochastic Differential Dynamic Logic

0
fa [ = 0]]Xt
Xj = |I9]]Xt
[?HI

(PHVF = Hf @ on (X |2 H)
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Proof Calculus for Stochastic Differential Dynamic Logic

0
fa [ = 0]]Xt
Xj = |I9]]Xt
[?HI

(PHVF = Hf @ on (X |2 H)
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Proof Calculus for Stochastic Differential Dynamic Logic
£2
= [xi := 6]

Xj = |I9]]Xt

[?HI

(PHYF — Hf @ on (X & H)

(@)(Af) = Me)f

()(Af+rg) < Ma)f+v(mg

CMACS 19 /2
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Proof Calculus for Stochastic Differential Dynamic Logic
£2
= [xi := 6]

Xj = |I9]]Xt

[?HI

(PHYF — Hf @ on (X & H)

(@)(Af) = Me)f

()(Af+rg) < Ma)f+v(mg

f<gkF(f <(vg
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Proof Calculus for Stochastic Differential Dynamic Logic

. A Xt
BYF < (a)(FLI(B)F) [ 2]

@ =
f<(B)fE X, () X,
(@B < (@)(0)f e

CMACS 20 / 24
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Proof Calculus for Stochastic Differential Dynamic Logic

. Xt
(; B)F < {a)(FU(B)F) [ 4]
f<(B)fF X, 2\ -
(; B)F < ()(B)F o] CJ -
[ T

(a)f <FE(a")f <f
) ) IIa]]Xf [[a]]Xf w[[a]Xf

CMACS 20 / 24
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Proof Calculus for Stochastic Differential Dynamic Logic

LA Xe
(; B)F < {a)(FU(B)F) [ 4]
f<({B)fF X, o\ -
(i B)f < (a)(B)f e
[o T

(a)f <FE(a")f <f
) ) IIa]]Xf [[a]]Xf w[[a]Xf

P((Aa & vB)f € 5)
= AP({a)f € S)
+uP((B)f € 5)

CMACS 20/ 24
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Soundness

Theorem (Soundness)

SdL calculus is sound.

© Rules are globally sound pathwise, i.e., f; < gi E f < g holds for each
initial Z pathwise for each w € Q

Q (@) is sound in distribution

André Platzer (CMU) CMACS 21 /24
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Soundness

Theorem (Soundness)

SdL calculus is sound.

© Rules are globally sound pathwise, i.e., f; < gi E f < g holds for each
initial Z pathwise for each w € Q

@ (@) is sound in distribution

Theorem (Soundness for SDE)
Let A\ >0, f € C>(RY R) compact support on H (e.g., H bounded)

(a)(H—=f)<Ap H—=f>0 H—LfF<O0

P({a)(dx = bdt 1 odW & HYF > 3 <p o™
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Proof Example

(a)(H—=f)<Ap H—=f>0 H—LF<0
P((){dx = bdt + cdW & H)f > X) < p

(?x +y <3)(H—>f) (H—>x2+y2§%) (x2+y2)§1*%

f=x*>4+y>>0 with H=x>+y?><10

1/ of of L0 2f L Of
Lf == —x2E - 9 —2x <
2<Xax Yoy T o " Y gy T ay) 0
P((7x% 4+ y? < %; dx = —)2—<dt — ydW, dy = —Edt-l—xdW&H)xz +y?2>1)

< (by ())

P((?x* + y? ;><dx = —gdt —ydW,dy = —%dt + xdW & H)x? +y? > 1
1

< =

-3
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Outline

© Conclusions
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Conclusions

stochastic differential dynamic logic

SdC = DLarithmetic + SHP

Stochastic hybrid systems

Compositional system model & semantics
Logic for stochastic hybrid systems
Well-definedness & measurability

Stochastics accessible in logic

@ Stochastic calculus & symbolic logic

Compositional proof rules
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Conclusions

stochastic differential dynamic logic

SdL = DLarithmetic + SHP m:z)

<Stic

%

@ Stochastic hybrid systems

@ Compositional system model & semantics

@ Logic for stochastic hybrid systems

e Well-definedness & measurability e,
@ Stochastics accessible in logic

@ Compositional proof rules

@ Stochastic calculus & symbolic logic
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Plan Ahead

Extend study of stochastic effects in hybrid systems
Structural properties of differential invariants

Computing differential invariants and Al

Heterogeneity in verification
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